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: : o millennia of commerce has b
pased on the written document with its value ’authorised’e\in
the s}gnature of a duly authorised officer. The current 1egzl
ractice has paper documents and signatures affixed thereon as
a foundation. Electronic documents and messages, without the
famjliar signatures and marks, have changed the scene and trade
wants to be assured that the electronic world is safe. The
e-commerce system must, therefore, offer at least the same level
of reliability as that which obtains in the paper world, notwith-
standing the significant differences between the concepts
embodied in electronic messages and paper documents. It is
well known that frauds do take place in the traditional paper-
based commercial transactions. Signatures can be forged, paper

documents can be tampered with, and even the most secure
emblems and seals can be forged. But then

marks, impressions,

these are known, and trade as well as the legal community

know how to deal with these problems. Companies set aside
funds to take care of losses due to such frauds. For example,
| 1l percentage of

credit card companies do know that a sma :
transactions is fraudulent in nature. The world is ‘comfortable

with these problems, since they have been there for as long as

- We have been trading.
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the other hand, exposes 1}5 to iSSueS
IIZnown since they are directly e

- uments electronically, transnl‘;l‘ftmg then,
o it ter communication networks. Tradjy,

over worldwide Compuuments electronically. They neeq to
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Mg i exChanl%es that such docum.ents are at}ltl'}:‘zntlc Whep,
convince themsee rworks, and that their authentication cap be
received over n ’

; be electron;
f Transactions may Nic,
: in case of dispute. & ; : :
eStabhs}lled :;nccepts of admissib;hty of evidence a?c: e‘i}lldentlal
bult f:hif ?llectronic documents, which are central to the lay,
value ,

ain the same. There must be a way to provi1 that 3 ?QSSage
m : .
:iisted that it was sent, was received, was not changed betwe e

' re

sending and receiving, and th-att licgogi riltotorbzeh k?srai:ld

interpreted by any third party intercep 3 ) y

receiving it. The security of an electronic mess.agf, a legal

requirement, thus gets directly linked to the technical methodg
for security of computers and networks. From the' legal angle,
there is a further complication because the electronic message is
independent of the actual medium used for storage of
transmission. The message can be stored on a floppy, disk, or
an optical disk. Likewise, it may be transmitted over a local
area network, a Virtual Private Network (VPN), or the Internet.
The physical medium could be coaxial cable, radio link, optical
fibre or a satellite communication channel.
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The electronic world, G
which were hitherto u

The legal issues of e-commerce have generated tremendous
interest among technologists, traders and legal experts. Many

of the early e-commerce experiments, and even production
systems went into o
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intelligently, electronic CommuniCatiTZflrce that i
for legal transactions’. He ejected ‘the C:lr} con
deserves suspicion’. attitude

3.2 Risks: Paper Docyme
Electronic Document

decipherable scribble, changed signatures with every transaction.
Moreover, it is seldom compared against specimens for
authenticity. But then this is accepted since we feel confident
that signatures are there, though they may have been forged.
There is no guarantee that any given ink signature can be verified
by forensic science. Given a reasonable sample of specimen
signatures, science can offer a probable, well-informed opinion
on the authenticity of signatures in question. The originator
may repudiate his own signatures on a document in an attempt
to disown a transaction. The receiver may raise any number of
objections. Moreover, some pages of a document may not have
been signed, or may have been altered after the signed docur.nent
was created. There are therefore myriad risks associated with a
paper document, and these risks are distributed across a number

of acts performed by various players in a commercial transaction.
These include:

- The style of signing by the originator

v o The secret choice of the originator to change his signature

igr. t
The content of the sigred document
he facts external to the document, but in historical context
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i | ine on the authent;.
i | o Competence of experts who op icity o

‘ f document
signatures, and pages ot do : .
o T}%: views’of courts on the issues in case of a dispuyte T

It is clear that risks abound in the authentication of Pape,
documents. The paper world has legally’ enfolrce(‘:l ,dofumentsl
through the evidence of a ’docgment , @ "writing’, ang ;
‘signature’. In the electronic equlvalent', it amourllt.s to the
following: ‘writing’ requires that a r.ecorfi 15 created, Signatyyy
reflects the desire for a ‘legal and ritualistic symbol of ﬁnality
assent, and authenticity.” In e-commerce, there is concerp tha;
in the absence of proper controls, it is relatively easy to Change
an electronic record. Proper controls need to be enforced in
e-commerce transactions. For example, business software Used
for e-commerce may be restricted to authorised users only ang
all uses of the same including unsuccessful attempts shoylg get
automatically logged in an audit log. Message confirmation
record making and control standards have emerged. These have
been discussed in the chapters on Security Issues and PK]. Some ool

of the techniques for ensuring integrity of messages during

communication include:

o A professionally operated network supported by disaster
recovery methods

e Communication protocols, network control and management
software

e Data checking and preservation techniques

¢ Cryptography

 Use of Auditors

. Since message authentication is linked to technical methods
in that one has to PTove to a court the source and integrity of a
messagg, the security issues of e-commerce are intimately related
to Iega.xl issues. Authenticity, integrity, confidentiality, and non-
repudlation of origin and receipt of electronic transactions
conduct.ed OVer networks, are essential for authenticating
‘electromc messages in case of 5 dispute. Authenticity may be
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Lrinciples of evidence law developed around paper documents
i yalid in e-commerce transactions, resulting in issues which

arise as follows:

~ sn the classic trial, one party, the “proponent,” seeks to ‘admit’

a bit of evidence (such as a record of an invoice) to prove a
ooint that matters in the trial. Typically the proponent must
lay foundation for the evidence to show its admissibility under
evidence law (or the rules of evidence). The other party, the
lopponent,’ may object if there is a basis for doing so under the
Jaw. If the judge allows the admission, the “trier of fact’ (normally
the jury but sometimes the judge) may consider the evidence in

~ deciding the case. A trier of fact generally decides a case only
on the basis of evidence that is admitted.”

13.3 Technology for Authenticating
' Electronic Document

Techniques have been developed which can ‘authenticate’
e-commerce transactions with a degree of certainty which is the
same or more than that obtainable with paper documents.
Cryptography and digital signatures are the pillars of this
technology. In fact, a digital signature is much more reliable
than a handwritten signature since it is not subject to the
originator’s will or intention to deliberately change his own
signature. The use of Trusted Third Parties (TTPs) is essential
for non-repudiation services. They perform the role of an
independent witness, similar to the function of a notary public.

~ Cryptography techniques, based on symmetric and
etric methods of generating keys which are used to
rm the message to encrypt it, have been discussed in

14. A cryptographic check value is a way of preserving
ity of the message data. The sender binds his unique
r onto a message in such a way that the message cannot
by the receiver, and cannot be denied by the owner of
t key. A combination of public and private
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i The state of Utah in USA, was one of theheagieait ZO ;dOTt-a
il Digital Signature Act, which is knov.vn as the o % e;b his
Act envisaged the global use of public key cryptog 1ap y asgd
on government licensed CAs. This concept was 1'mp.em-ented in
the Indian Information Technology Act, 2000, which is discusseg
in Chapter 16. The originator of a document ha§ to keep his
private key secret. In e-commerce transact10n§, 1t -1s the private
key that becomes the object of fraud. The risk is completely
shifted to the private key and concentrated there. As opposed
to this, biometric technology implemented around some part of
i1 human beings distribute such risks. Biometrics measure
i individuals’ unique physical or behavioural characteristics to
| recognise or authenticate their identity. Some of the technologies

that are:

/“i,‘{f * Physical biometrics such ag fingerprints, hand or palm
/!f | geometry, retina, iris, or facia] characteristics

/ * Behavioural biometrics including signature, voice (which
f also has a physical component), keystroke pattern, and gait.
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13.4 Laws for E-Commerce

As discussed, the legal fequirement is to establish the
authenticity of an electronic mmessage or document. This includes
integrity, confidentiality and non-repudiation of origin and

receipt of electronic document in case of dispute. The UNCITRAL
Model EDI/e-commerce Law defines an electronic data message
as fO].lOWs:

“2(a) Data message means information generated, stored
or communicated by electronic, optical or analogous means
including but not limited to, electronic data interchange
(EDI), electronic mail, telegram, telex or telecopy.”

The law proposes legal recognition of data messages, and
defines ‘writing” and ‘signature’, and their admissibility and
evidential value. The model law as adopted by the UNO is
reproduced in Appendix 3. Individual countries were advised
to enact this law with suitable modifications that may be
necessary in the national context. Rules and guidelines also need
to be framed for those maintaining electronic records, providing

network services, Internet service providers, electronic notaries,
Trusted Third Parties (TTPs), Certifying Authorities, etc. to take
care of general record keeping and control requirements,
confidentiality and control of data, privacy controls, access of
business software and use of digital signatures.

- The Electronic Transactions Act (ETA) enacted by the
Singapore Government in July 1998 sought to “create an
environment of trust, predictability and certainty” to provide a
C ducive framework for electronic transactions and the
lectronic formation of contracts. The ETA addressed issues of
tronic records and signatures, liability of network service
ers, electronic contracts, digital signatures and the role of
on authorities. Additionally, the Computer Misuse Act
oy code were proposed to be suitably adopted to
uter systems and consumer data.










