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With the Internet making inroads into_almost all facets of am
er)lrday life, not only business information, but a large amoypg

of personal information too is now digitise'd and st.ored On com.
puters connected to the Internet. Information has 1t§ OWN Valye
and can either be destroyed or used with malicious intent o for

commercial interest.

Systems connected to the Internet are potential targets fo,
eavesdropping and destruction / tampering of the data stored i,
them. A website offering services on the Internet is vulnerable
to attacks, which render the site non-functional resulting in
denial-of-service. Carrying out traffic analysis could reveg]
valuable information regarding the channels of communication
from a server, Masqueraders Pretending to be authorised users
could gain access to privileged areas. Authorised e-commerce

OF €-governance transactions coyld be modified or replayed for
commercial gain.



"14.1  Cyber Attacks

' : ks can be classified as executable-based or network-based
| the case of the former, the attac .

. k happens only when a
- program is executed on the targeted computer system through
either of the following:

b Trojan—a computer program that appears to have a useful
function, but also has hidden and potentially malicious
~ functions that evade security mechanisms, sometimes by
- exploiting legitimate authorisations of a system entity that
invokes the program. The idea of modifying a normal
- program to do nasty things in addition to its usual function
- and arranging for the victim to use the modified version is
known as a Trojan horse attack.
Virus—a program fragment that is attached to a legitimate
‘program with the intention of infecting other programs. It
" is hidden, self-replicating computer s?ftw.are,. usuatlly
ious logic, that propagates by infecting, i.e., mserhng
of itself into and becoming part O_f another Ploalt
not run by itself; it requires its host program to
ke the virus active. St RadoB-rin
ter program that can mnmdepenigf&
complete working version of 1tse oty

ork, and may consume compute
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acks on an existing program, whereas a
ram itself. Viruses and worms bot

hemselves and both can do SeVere
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a virus piggyb
is a complete prog
attempt to spread t

damage. f cyber attacks. There are

@ S am— i ce O

is junk mail, or spam. While spam by ;ti‘flfh ‘1:715 NUisang
value in that it clogs most of the Int(-*:-rne g s aroung
the world causing losses by way of 1mpr0per utilisation of
bandwidth, it is used to propagafe Vlruses. and- V\forms.
Junk mail appears to be promotional materlal., similar ¢
advertisements and catalogues in the physical world.
Unsuspecting users become victims as soon as they click
on attachments. Trojans and spy-ware get installed on their
systems. Information and data on all activities of interes;
thus gets reported from users’ computers to sites whose
forwarding addresses have been installed as part of spy-
ware. This is a form of information espionage, which may
be used by competitors. At the national level however,
intelligence agencies may collect useful data from Important
systems that may have been compromised by sending

spam.
In order to protect systems from executable-based attacks,

anti-virus measures must be deployed on desktops and servers
and on the corporate gateway for data coming in from external

sources.

_ € case of corporate and government
systems, los§ of important dat, Mmay actually result in the Jaunch
of information espionage or information warfare. Using [P
spoofing, attackers often hide the identity of machines used to
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carry out an atté?ck .by falsifying the source address of the
network communication. Thig makes it more difficult to identity

the sources of attack traffic and sometimes shifts attention onto
innocent third parties.

14.2.1 Phishing

Phishing is the creation of e-mail messages referencing web pages
that are replicas of existing sites to make users believe that
these are authentic sites. Unsuspecting users are made to submit
personal, financial, or password data to such sites from where
the data get directed to fraudsters’ chosen sites. By hijacking
the trusted brands of well-known banks, online retailers and
credit card companies, phishers are able to convince up to 5
percent of the recipients to respond to them. According to a
tech-security company MessageLabs, the number of phishing
attacks increased ten-fold during the year 2004 as compared to
2003. In the month of November, 2004, phishing attacks rose to
4.5 million. Phishing has indeed emerged as a major threat to
any organisation or individual conducting business online. Yet
another trend associated with these attacks is the singling out
of certain companies, especially financial institutions, to be the

victim of phishing attacks. This signals the beginning of a wider
trend. From a random, scattergun approach there emerge
customised attacks designed to take advantage of weakness of

some businesses.

142.2 P Spoofing

IP Spoofing is used by intruders to gain unauthorized access to
Computers. Messages are sent to the computer with the sender
]1’ address of a trusted system. Packet headers of the message

servers, protection can be accorded in the following ways.
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> ected over

e Use Scanning tools to BCAY it .r(t)l":: ('ntmmlru iy
n(ﬂwurk and report on the -“Y-“"—"T“‘" | )f] Y o ¥, the

1nd other information, such as U5 type.

7 iate Firewall (defined in ¢ o

(DMZ).

ports available,

Put them behind an appropriate =t ' '
a demilitarised zone

Disable all services except those all?sc)iutt'ly needed

Filter all except pnrt-s'u-ciﬁ(.' traffic to systems (e.g pFrp,
servers should only receive ftp r
Turn on system and firewall logs.

Review the logs on a daily basis.

Implement Intrusion Detection Systems. |

Establish proxy servers, so that internal client requests f,,
accessing external services are routed through the proxy
server. This ensures that the client and the external serye,
are not in direct communication with each other.
Establish an additional network as a buffer between the

14.3), —preferably in

equests and nothing else)

internal and external networks

[ 143 Firewalls

A Firewall is a system or group of systems that enforces an
access control policy. Firewalls operate on the basis of a set of
user defined rules. These rules govern the flow of data into and
out of the firewall. The rule base is created to enforce a specific
secgrity policy on the firewall. Rules could decide, for example, |
which packets of data, depending on the originating IP address,
should be allowed to Pass into the organisation’s network.

Intrusion Detection Systems

cIinttrustnonhDetection Systems (IDS) complement the firewall to
etect whether or not thoge cOmmunication channels through

the firewall are €ing exploited. Firewalls can filter incoming
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connect to the internal intranet via an unauthorised mod
fhat does not pass. through the firewall. If the threat comes frzz
within the orga_msation, the firewall does not recognise those
threats because it monitors only traffic between the interrglal and
external network.

There are two types of Intrusion Detection Systems—Host-
pased (HIDS) Intrusion Detection works based on a reactionary
appl‘oaCh in which the Intrusion Detection software monitors
system log files. When log activity matches a pre-determined
attack signature, an alert is generated and NI etwork-based (NIDS)
IDS which works by monitoring real-time network traffic similar
to the way a network sniffer functions. Malicious activity is
identified by matching network traffic to predefined attack

signatures.

14.5 Secure Sockets Layer

Web communications also require additional levels of security
to protect against situations such as compromise of credit card
numbers when transmitted across the network. Client-server
authentication mechanisms (dealt with later in this chapter) must
also be installed to guard against business malpractices.

The Secure Sockets Layer (SSL) protocol was developed by
Netscape Communications to provide security during a
communications session. SSL operates above the TCP layer and
provides protection to applications such as FTP, TELNET and
- HTTP. This includes services such as client and server

¥ ?jlihentication, data integrity and confidentiality.

| -‘cﬁeﬂure. HTTP (SHTTP) was developed for CommerceNet, a
sortium of companies promoting the establishment of
nic commerce on the Internet. SHTTP provides security

ividual transactions.




. 14.6 Authentication and Assurance
of Data .lutegrity

The electronic environment ushered in by e-commerce 4
i 1 1 to be conducted ith
e-governance, while allowing transactions

the click of a mouse, also opened up new risks that were
inherent in the paper environment. Copies cannot be ;..

tinguished from originals. Information can be modified withoy,
leaving any trace.

In cyberspace, two transacting partners, Bob and Alice, need
to be assured of each other’s identities. When sending a
confidential document, Bob must be sure that the document
will only be available to Alice and no one else.

In an environment where business transactions take place on

the basis of paper documents, a Purchase Order cannot be
modified without leaving evidence. The payment amount on a
cheque too cannot be modified without leaving a trace.
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~ and from being intercepted
,@‘ communication networks, Th
~ unintelligible to the attacker

during transmission on
€ content should be made
so that it is not decipherable
know the transformation

~ algorithm.

o Integrity: On retrieval of a stored document or on receipt at
the other end of a communication network, the information
should appear exactly as was stored or sent. It should be
possible to detect any modification, addition or deletion to
the original content. Integrity also precludes information
‘re-play’, i.e generation /re-transmission of g fresh copy of
the data using the authorisation features of the earlier
authentication.

o Authenticity: No entity should be able to masquerade as
another entity. When information is retrieved or received
it should be possible to verify whether it has indeed been
sent by the entity claiming to be the originator. Similarly, it
should also be possible to ensure that the message is
delivered to the intended recipient.

s Non-repudiability: After sending/ authorising a message, the
sender should not be able to, at a later date, deny having
done so. Similarly, the recipient of a message should not
be able to deny receipt at a later date. Messages and message

‘acknowledgments must be bound to their originators.

IiIl_.plvel:nenting a security solution in an e-commerce
- environment therefore, necessitates an analysis of the risks the
Iness is exposed to so that information infrastructure is

Hlirement whereas in others it may only be data integrity
15 of paramount importance.
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Cryptography comprises encryption, i.e. the P_r();e% ()fi Making
information unintelligible to the unauthorised reader, o

_ : : . e e the informat;
decryption, i.e. reversing encryption to make Mation

intelligible once again. Conventional cryptography uses a secy,
code or key to encrypt information. The same secret key is 504

fb decrypt the encrypted information.

A simple encryption scheme could be one in which 4
alphabetic and numerical characters are shifted by a fixed
number of positions in the encrypted text. If the characters are
to be shifted by, say five places, then the result would be as
follows:

Character Represented as

A F
B &
5. H
\% A
W B
X @
y D
4 E




? \_L%_'—iséssion by these parti ey
~ the other public,
14.7.1 Symmetric Cryptosystems

_. ! Ing entities, Essentially, therefore, for
every pair of partners engaging in secure communications, a
new key has to be generated and securely maintained.

Since, in the Symmetric system, the secret key is shared
between two persons or entities, it is very important to be able
to ensure the secure exchange of the secret key. However, if
indeed such a secure channel existed, it would not be necessary
to encrypt data in the first place. How to circumvent this will
be discussed in the section on Asymmetric or Public Key

@-yptosystems. Figure 14.1 illustrates the use of symmetric keys.

4o Encoded
Docurment

~ Encoded
Document

=5 Document

DES i T e
decryption  peceiver

| 'DES [
encryption

(L Fig. 14.1 Symmetric keys

| ither in the block cipher or in
} trlc SYS_ e O—dﬁéfhg; block c1ghg{_@q§gjhﬁ.dm;9.
cipher mode. “to fixed size blocks, Each of these

- ken up in P—
L 1S broken up 1 d on decry btion is again

s is encrypted an o o
= lsd:zta blocks of the same size. Tht? i

ate on data Qf
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¢ ipher mod
tes in the block cip e.
DES cryptosystem operates 1n s . Aft
D Th? yt-gd in 64-bit blocks using a 56.b1t Y e
ata is encryp the result is passed through

i . it
initial permutation of the data bi Sé-bit i A final permutation

16 rounds of processing usimg the :
gerierl;teS theincrypted 64-bit data block. The decryption process

is similar except that it is followed in the reverse order..

The strength of the encryption key is directly- propﬁrtlona.lbto
the key length, since a brute force attack .usmg all possible
combinations within the key length would yield the secret ke}/.
Increasing key length increases the strer-lgth but there is
consequently a trade-off with the processing overhead and

consequently the cost of key usage.

Triple-DES follows the same algorithm as DES, us‘ing three
56-bit keys. 64-bit data blocks are first encrypted using keyl.
The result is encrypted using key2 and again encrypted using
keys3.

Another popular cryptographic algorithm is the International
Data Encryption Algorithm (IDEA) which uses 128-bit key for
encryption. The Advanced Encryption Standard (AES), also
known as Rijndael, operates in a block cipher mode. It was
adopted by the National Institute of Standards and Technology
(NIST) in November 2001 after a five year standardisation
process. Adopted as an encryption standard by the US federal
government, it is expected to be used extensively, as was DES
before it. Key lengths of 12819 and 256 are being used with

While the solutions presented aboye only provide data

confidentiality, symmetric TYyptosystems can also be used to
support the requirements of messa
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; In order to counter the Problems of lost o duplicate messages,
unique Message Seria] Numbers are incorporated

by each entity wishing to €ngage in secure communication.
While, as’ its name Suggests, everyone knows the public key,
oﬂlﬁy the owner knows the private key. The algorithm used to
generate these keys is such that if either of the keys is used to
encrypt a message, only the other corresponding key in the key
pair will be able to decrypt it. Although these keys would then
have to be related to one another, knowing the public key, it
should be infeasible to obtain the private key. Public key
cryptosystems are used to provide the services of confidentiality,

i ——

i i lcati -re iation.
mtegz;fy, authentication and non-r pud

To send a confidential message to UserB, UserA encrypts the
message using UserB’s widely known public key PKB. On
Teceiving the encrypted message from UserA, the message is
decrypted using UserB’s private key SKB. Confidentiality is
assured since the private key would have been carefully

Protected by UserB. Any third party, without knowledge of
,,QSQI‘B’S private key would not be able to decipher the encrypted

message. This is explained through Fig. 14.2(a).

For UserB to receive an authenticated message from UserA,
é@? élnessage is encrypted using UserA’s. private key SKA. At
Tecipient end, the encrypted message 1s decryptefi by- UserA
blic key PKA which is widely known. On validation, the
Message is assured to have been sent by UserA since the
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: ly by UserA. Any thirq

z ivate key 18 held secure ™, 3 s
C?ﬁﬁ?ﬁ?iﬁ? be able to verify the au.thefma-ty e
II;ublic key is known to everyone. Authentication 1s explaineq

through Fig. 14.2(b).

' Message
v Ciphertext :
“For Message Encryption  F——> Decryption ———>
o Confidentiality . :
" Sender A T T Receiver
< Sender
| SKB PKB, SKB
 [PKA, SKA} PKB { )
(@)
Message Message | Signature
*For ————- Signin > \Verficaton ——
Signing | 2 g. Signature| T _| Valid?
SKA PKA
(b)

L Fig. 14.2 Asymmetric algorithm

In order to achieve both confidentiality and authenticity, the
message can first be authenticated using the originators private
key and the authenticated message can then be made confidential
by encrypting with the recipients public key.

Since the secret key does not have to be shared between
communicating entities in public key cryptosystems, the chances
of the secret key being compromised is reduced. Although

theoretically, the public key can be used to dete
corresponding private key,

constraints) is built over
mathematical problems,

rmine the
1ts infeasibility (within time and cost
the “difficulty’ of solving certain

Digital signatures are created and verified by using public
key cryptogr aphy. An algorithm generates the two different and
related keys: a private key and a public key. The private key is
used to sign the document. The result of this encryption process,
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e pp ication of the signer’s Private key on a message

ure.
e. For every new message, the

person will be different Therefo
: o - ; e
if the contents of a message are altered, the digital signature

will ;fwt match V\'fhen verified by the recipient with the signer’s
pubhc key. The integrity of the message is thus ensured. Since
‘the verification of the digital sighature can take placé only
through the public key of the signer, the identity of the signer is
established. However, the identity of the signer must be bound
to his or her public key by some entity in the physical space.
The onus of verification of the identity of the individual rests
with Certifying Authorities.

. Asnoted earlier, knowing the public key, one cannot compute
the corresponding private key belonging to the owner of the
key pair. This is because it is computationally infeasible to derive

~ a user’s, private key from his public key. ‘Computational

'ﬁf-\'feasibi]ity’ is a relative concept based on the value of the data

protected, the computing overhead required to protect it, the

- length of time it needs to be protected, and the cost and time

rrently and in the light of future technological advance. The
or can keep the private key on a smart card for access through
l or biometric identification such as a fingerprint or a retinal

3 The RSA Algorithm

d widely used public key
developed in 1978 by Ron
of the Massachusetts

f the most popular an
ystems is the RSA algorithm,
Adi Shamir and Len Adleman
of Technology (MIT).




. 5 A
that e is relatively prim, ko
not have any commg,

umber; € 15 and (q . 1) do

el 1) Y
i.e botl uch that d satisfies
(p - D@ - 1) l.ﬂst;;i;a(lp]y d is chosen such that d satisfies
. factors with e Ly i.e. de — 1 is divisible
Ao =i mod (7= 1)(q B —1) (7 1)

|- n (N, ¢) while the private key is (N, 4

i is the
The public key 15 t | |
g% a message M using the public key (N, ¢),

. ncrypt
¢ Olliegftoj\z‘” m(})[g N is calculated to pmcfluce the encrypted
thzs:aagz E. For decrypting, calculation of E“mod N yields the
m :

original message M.

[i 148 Digital Signatures

“Di ital signatures are used not only to verify the authenticity of
the message and the claimed identity of the sender, but also to.
verify message integrity. The recipient, however, should not be
able to use the received digital signature to falsely ‘sign’
messages on behalf of the original sender.

Using the RSA cryptosystem, a message is encrypted with
.the sender’s private key to generate the ‘signature’. The message
| is t’hf.en sent to the destination along with this signature. The
| regplent decrypts the signature using the sender’s public key,
:}1; ;fe zle' reiult matches with the copy of the message received,
Claimedl:s;;niigl.be sure that the message was sent by the
during transmiss; and. that the message has not been modified
O, since only the originator is in possession

1 Ei of the correspondin :
| : g encrypti : ) L
il / Implementation of Digitalyspigxc::lul:f; Figure 14.3 illustrates the
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to reduce this pmcessing load, hash '“'lt'li(,”\
gh functions operate on large messapeg "m.l
digests of fixed but much Hl'nlnllm- lenggh,
the property that any Chflngc in the ”rii’»ilmi
a different message digest. Also, no y,
same message digest. 0

handled. In order
are employed. Ha
generate message
These functions have
message will result in
messages would result in the
Processing overheads for implementing d'igllnl signatures cqp,
therefore, be reduced by creating message digests and oncryp“né
this digest with the private key to generate the signature, At
receiving end, the message digest is recalculated and compareg
with that generated by decrypting the received encrypieg
message digest using the sender’s public key. If the two are th,
same, then the recipient is assured of the identity of the sende;

as well as the integrity of the message.

| The RSA algorithm is widely used to implement digityl
signatures. The other popular algorithm is the Digital Signature
Algorithm (DSA) developed by the US National Institute of
Standards and Technology. The basic algorithm, which provid :
It)l:li ts}c\ecurit{h features, is ditferent in DSA as comparedpto RS;\S
e aIen 1;1e od of implementing digital signatures is essentially

Th . : :
Secure-e hIa;,:;llg }{Ilmct%ons being used include algorithms such as
TR g‘orlthn.m (SHA—160 bits 224 bits, 256 bits

s its) in conjunction with DSA and MDﬁi and MDF:

(128 bits) Me i :
e ssage Digest Algorithms from RSA Data Security

o - ‘echnological
Supremacy of digify) sign gical changes are challenging th*

lometrics, ar: ] :as the.on]y method of electron
Or access muol ) '.Zted. to be equally important
T e In the years to come.
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